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1. Overview

The Commodity Futures Trading Commission’s (“Commission” or “CFTC") Portal is an
Internet accessible system that enables communication between the CFTC and
individuals authorized to submit information on behalf of CFTC registrants and
applicants for CFTC registration (“users”). The Portal simplifies the process of submitting
data, receiving and responding to user queries, and processing certain requests for
registration with the CFTC."! The Portal streamlines information sharing with CFTC’s
regulated community and offers a means of exchanging accurate electronic data through
a secure interface.

Users access the Portal by providing a valid username, password and secondary form of
authentication to register for the site, i.e., to set up an account. Their credentials will
determine which parts of the Portal they may view or access. Once securely logged in to
their accounts, users will have access to information related to their registrants and a
targeted menu of available actions. The content and menu options will provide users
with information related to the types of information they have submitted.

The Portal is hosted by third-party contractor, IT-CNP. The information submitted
through the Portal passes through IT-CNP systems to CFTC systems in encrypted form,
and is deleted from IT-CNP systems once its receipt has been confirmed in CFTC
systems.

The Portal initially will be used for submission of reports to meet the reporting
requirements under Part 39 of the Commission’s regulations, issued pursuant to
Commodity Exchange Act (CEA) Section 5b, 7 U.S.C. § 7a-1. Part 39 requires
derivatives clearing organizations (DCOSs) to register with the CFTC and provide periodic
reports. DCOs will submit certain periodic reports through the Portal.

This Privacy Impact Assessment addresses the Portal’s use in supporting DCO
submissions and communications under Part 39 (hereinafter “Portal Part 39”).

! The Portal also allows whistleblowers to complete and submit Form TCR (Tip, Complaint or
Referral) (OMB Number 3038-0082) over the Internet. See Whistleblower Electronic
Submission Portal PIA for more information.



http://www.webopedia.com/TERM/U/username.html
http://www.webopedia.com/TERM/I/identity.html
http://www.cftc.gov/ucm/groups/public/@externalaffairs/documents/file/piawhistleblower.pdf
http://www.cftc.gov/ucm/groups/public/@externalaffairs/documents/file/piawhistleblower.pdf

2. Data Collected and Stored Within the System

2.1. What information will be collected, used, disseminated or maintained in the

system?

Portal Part 39 collects financial, risk and procedural information related to a DCO. It also

requires some information to register with the Portal, i.e., set up an account to submit
Part 39 information, such as the DCO’s name, user’'s name, user’s email address and
phone number. Where marked below, the table includes the categories of personally
identifiable information (PII) that may be requested through Portal Part 39.

Pll Categories

Collected,
Generated or
Maintained
within the
system

CFTC
Employees

Members of
the Public

Other

(e.g.
Contractors,
Other
government
employees)

Name (for purposes other
than contacting federal
employees)

X

Date of Birth

Social Security Number
(SSN)

Tax ldentification Number
(TIN)

Photographic Identifiers

Driver’s License

Mother’'s Maiden Name

Vehicle ldentifiers

Personal Mailing Address

E-Mail Addresses

Phone Numbers

Medical Records Number

Medical Notes or other
Health Information

Financial Account
Information

Certificates

Device |dentifiers

Web Uniform Resource
Locator(s)

Education Records

Military Status

Employment Status

Foreign Activities

Other: changes in the
DCOs’ key personnel and
position information for
beneficial owners

A user’s phone humber is required to enable dual authentication.




Portal Part 39 also lets users complete free text fields and upload documents, which
allows them to provide additional information, including possibly PII.

2.2.  What will be the sources of the information in the system?

Portal Part 39 will collect information directly from the individuals authorized to submit
information on behalf of the DCOs. The users will submit information through multiple
automated forms on https://portal.cftc.gov.

2.3.  Why will the information be collected, used, disseminated or maintained?

The CFTC will collect, use, and maintain information received in reports from DCOs to
monitor compliance with the CEA and Commission regulations. Some user contact
information, such as phone numbers, will be collected to allow for dual authentication
during log-on and password resets.

2.4.  How will the information be collected and used by the Commission?

Users will set up accounts in the Portal to submit information on behalf of their DCO.
Once logged into the Portal, they will fill out web forms and upload information. Once
submitted, the information will transmit to systems hosted by a third-party service
provider, IT-CNP. The information will pass through IT-CNP’s systems to the
Commission’s Regulatory Statement Review (RSR) database, where the information will
reside in accordance with Commission record-keeping and security procedures. IT-CNP
will store a copy of the information only until its receipt by CFTC backend systems has
been confirmed. IT-CNP will keep a log of dates of submissions, submission types and
subtypes for verification purposes.

2.5. Is the system using technologies in ways that the Commission has not previously
employed (e.g., monitoring software)?

No. All software and technologies used are common to the Commission’s current
infrastructure.

2.6.  What specific legal authorities authorize the collection of the information?

Part 39 of the Commission’s regulations, issued pursuant to Commodity Exchange Act

Section 5b, 7 U.S.C. § 7a-1, requires DCOs to submit monthly, quarterly, annual, and

event-specific reports.

3. Data and Records Retention

3.1.  How will the information in this system be managed throughout its lifecycle? For
what period of time will data collected by this system be maintained and in what
form will the data be retained?

The Portal offers the CFTC and users a means of exchanging electronic data through a

secure interface. To achieve that goal, a user’s credentials will be stored in the
Commission’s Portal Active Directory for as long as that user has an account. That
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https://portal.cftc.gov/

account information will be managed by CFTC staff administering the Portal. The data
and documents that comprise information processed through Portal Part 39 will be
stored in the Commission’'s RSR database. That information, related to a user’s DCO, is
retained in accordance with CFTC’s records disposition schedule for the RSR
system.

3.2. What are the plans for destruction and/or disposition of the information?

Depending on volume, the CFTC may move files to secure offline storage after the files
are closed to conserve online storage space. Records are destroyed in accordance with
CFTC's records disposition schedule for the RSR system.

4, Access to and Sharing of the Data

4.1.  Who will have access to the information in the system (internal and external
parties), and with whom will the data be shared? If contractors, are the Federal
Acquisition Regulations (FAR) clauses included in the contract (24.104 Contract
clauses; 52.224-1 Privacy Act Notification; and 52.224-2 Privacy Act)?

At the Commission, only individuals designated by either the Division of Clearing and
Risk (DCR) or the Office of Data and Technology (ODT) will be allowed access to the
information. These individuals will include employees of the Commission, developers
and administrators, and possibly others with a legitimate and confirmed need to know
the information to perform their Commission responsibilities. For example, the
Examination Group within DCR will analyze Part 39 submissions.

Certain staff at IT-CNP, the third-party contractor hosting the Portal, will have access to
the encrypted information for information technology administrative purposes only. For
example, IT-CNP will keep a log of dates of submissions, submission types and
subtypes for verification purposes. As determined by the CFTC Office of Financial
Management, the contract between the Commission and IT-CNP contains the FAR
provisions necessary to protect and secure information to which IT-CNP has access.

The information also may be shared in accordance with the applicable Privacy Act
System of Records Notice, CFTC-15, Enterprise Surveillance, Oversight & Risk
Monitoring System, 77 Fed. Reg. 58814 (September 24, 2012).

4.2. If the data will be shared outside the Commission’s network, how will the data be
transferred or shared?

Portal Part 39 data will not be shared outside of the Commission’s network, except with
respect to passing through and encrypted short-term storage in IT-CNP systems, or as
needed under the CFTC-15 System of Records Notice, as described above. If
transferred or shared outside the Commission’s network, the data will be transferred in a
manner designed to prevent the unnecessary and/or unauthorized disclosure of
sensitive information. Such methods may include encryption of electronic information or
hand delivery of documentation.

4.3. Do other systems share the information or have access to the information in this
system? If yes, explain who will be responsible for protecting the privacy rights
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http://www.cftc.gov/ucm/groups/public/@aboutcftc/documents/file/recordsdispositionschedule.pdf
http://www.cftc.gov/ucm/groups/public/@aboutcftc/documents/file/recordsdispositionschedule.pdf

of the individuals affected by the interface (e.g., System Administrators, System
Developers, System Managers)?

Yes, a third-party contractor, IT-CNP, hosts the Portal. IT-CNP will store an encrypted
copy of the information on its systems until the CFTC has confirmed that the data has
been received by CFTC backend systems. Once the CFTC's receipt of the data has
been manually confirmed, the data is deleted from IT-CNP’s systems. IT-CNP will keep
a log of submissions for verification purposes.

CFTC'’s Office of Data Technology staff and IT-CNP’s staff will regularly monitor the
information travelling through and/or stored for short-periods of time at IT-CNP.
Together, they will be responsible for detecting unusual system behavior and CFTC's
Office of Data Technology staff will be responsible for raising any privacy concerns with
the CFTC Chief Privacy Officer.

5. Notice, Consent and Access for Individuals

5.1.  What notice will be provided to individuals about the collection, use, sharing and
other processing of their personal data?

Portal Part 39 users are required to agree to the Portal’s Privacy Policy before
registering for the site and submitting information. The Portal Privacy Policy describes,
among other things, what information is collected and stored automatically; that users
may choose to submit personal information about themselves to the CFTC; how
submitted information may be shared; security; and the purposes of the information
collection. Users may access the Portal Privacy Policy on any web page of the site and
are reminded about the policy just before they submit information through the Portal.

5.2.  What opportunities will exist for an individual to decline to provide information or
to consent to particular uses of the information? If opportunities exist, how will
this notice be given to the individual and how will an individual grant consent?

Opt-In language is provided along with the requirement that users accept the Portal’s
Privacy Policy. However, users must complete certain required fields to set up an
account in the Portal.

5.3.  What procedures will exist to allow individuals to gain access to their information
and request amendment/correction, and how will individuals be notified of these
procedures?

A user may change or reset limited account information at any time. Portal Part 39
allows a user to access the DCO's history of submissions and make amendments by re-
posting the entire submission. Directions on how to accomplish both of these tasks are
available within Portal Part 39.



6. Maintenance of Controls

6.1. What controls will be in place to prevent the misuse of the information by those
having authorized access and to prevent unauthorized access, use or disclosure
of the information?

Commission staff are trained to recognize the sensitive nature of Portal Part 39
information. Records are protected from unauthorized access and improper use through
administrative, technical and physical security measures. Technical security measures
include restrictions on computer access to authorized individuals, required use of strong
passwords that are frequently changed, use of encryption for certain data types and
transfers, and regular review of security procedures and best practices to enhance
security. The system also has a time-out function that requires users to re-authenticate
after thirty minutes of inactivity.

Physical measures restrict building access to authorized individuals only. Additionally,
IT-CNP provides full Certification and Accreditation (C&A) package preparation support
for all federal government information systems hosted within its Federal Information
Security Management Act (FISMA) C&A process compliant telecommunications
infrastructure.

When a user submits information through the Portal, the information is transferred via
Secure Sockets Layer (SSL) encryption over the Internet into IT-CNP systems. The
connection and transmissions between IT-CNP and the Commission are secured via an
encrypted virtual private network (VPN) tunnel.

6.2.  While the information is retained in the system, what will the requirements be for
determining if the information is still sufficiently accurate, relevant, timely, and
complete to ensure fairness in making determinations?

Portal Part 39 allows a user to update limited account information, e.g., phone number,
at any time. It also allows a user to view the DCQO's history of submissions and make
amendments by re-posting the entire submission.

6.3.  Will this system provide the capability to identify, locate and monitor individuals?
If yes, explain.

No. The information provided does not allow the CFTC to monitor an individual’s
movement or actions.

6.4. Are all IT security requirements and procedures required by Federal law being
followed to ensure that information is appropriately secured?

The Commission follows all applicable FISMA requirements to ensure that information is
appropriately secured. Portal Part 39 resides on the CFTC.Gov Hosted Facility and its
General Support System.



6.5. Describe the privacy training provided to Commission staff either generally or
specifically relevant to the program or system.

Commission staff are subject to agency-wide policies and procedures for safeguarding
PIl and receive annual privacy and security training. Many staff receive additional
training focused on their specific job duties.

7. Privacy Act

7.1. Wil the data in the system be retrieved by a personal identifier in the normal
course of business? If yes, explain. If not, is it capable of being retrieved by a
personal identifier?

Yes. Users create a username of their choice.

7.2. Is the system covered by an existing Privacy Act System of Records Notice
(“SORN")? Provide the name of the system and its SORN number, if applicable.

Yes, CFTC-15, Enterprise Surveillance, Oversight & Risk Monitoring System.

8. Privacy Policy

8.1.  Confirm that the collection, use and disclosure of the information in this system
have been reviewed to ensure consistency with the Commission’s Privacy Policy
on www.cftc.gov.

The collection, use and disclosure of the information has been reviewed. The Portal
Privacy Policy was specifically created for users of the Portal. In addition, Portal users
must agree to the following Opt-In language before submitting data:

| hereby certify that the information contained in this submission is accurate and
complete to the best of my knowledge and belief.

| also agree to abide by the Terms of Use Agreement, and to the collection,
processing, disclosure and use of my personal information and other information
submitted through this Portal as stated in the Portal Privacy Policy.

9. Privacy Risks and Mitigation

9.1. What privacy risks are associated with the collection, use, dissemination and
maintenance of the data? How have those risks been mitigated?

Privacy is an important consideration in systems that operate over the Internet and
interface with external systems. The Commission has adopted the following protections,
among others, to safeguard information and help ensure that privacy is appropriately
maintained on Portal Part 39:


http://www.cftc.gov/

¢ Two-factor authentication is required to create an account on the Portal Part 39
and to log into it. The user receives a PIN by phone and enters that PIN along
with the username and password to access Portal Part 39. The user can attempt
to enter the password five times before the account is locked.

o Portal Part 39 will provide access to authorized users only. Access is based
upon an individual's role and responsibility. Three general types of users have
been identified:

0 Industry Users — Complete and submit reports to the CFTC via the Portal.

0 CFTC Users — Access via CFTC Intranet to receive and respond to user
gueries and process certain requests for registration with the CFTC.

o Portal Administrators — Access via CFTC Intranet to configure and
maintain workflows, usergroups, and user roles.

e All users are defined in the Commission’s Portal Active Directory prior to
accessing Portal Part 39. User account security and all password requirements
are managed at the Active Directory level.

Additional risks relate to the use of a third-party contractor, IT-CNP, to host Portal Part
39, push information to the Commission’s databases and temporarily store a copy of the
information until its receipt has been confirmed by the CFTC. Such risks have been
minimized by strong security requirements imposed on IT-CNP contractually, due
diligence in selecting IT-CNP, flushing of data from IT-CNP once data receipt has been
confirmed by the Commission, regular audits of IT-CNP’s systems, and establishing
secure VPN connections between the IT-CNP and Commission systems.



